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COMES NOW the United States of America, by and through undersigned counsel, and 
respectfully requests this Court deny the Defense Motion for Instructions on Lesser Included 
Offense. The proposed lesser-included offense (LIO), an Article 92(1) offense in violation of 
AR 380-5 (hereinafter an "Article 92(1) offense"), is not an LIO of Specifications 2, 3, 5, 7, 9, 
10, 11, and 15 of Charge II (hereinafter the "18 U.S.C. § 793(e) offenses"), or of Specification 1 
of Charge II for two reasons: first, the alleged LIO requires elements not required for the alleged 
greater offenses; and second, it is possible to prove the alleged greater offenses without first 
proving the alleged LIO. 

BURDEN OF PERSUASION AND BURDEN OF PROOF 

As the moving party, the defense bears the burden of persuasion on any factual issue, the 
resolution of which is necessary to decide the motion. Manual for Courts-Martial (MCM), 
United States, Rule for Courts-Martial (RCM) 905(c)(2) (2008). The burden of proof is by a 
preponderance of the evidence. RCM 905(c)(1). 

FACTS 

The prosecution stipulates to those facts set forth in paragraphs 3-5 of the defense's 
motion. See Def. Mot. at 3-4. 

Army Regulation (AR) 380-5 defines classified information as "information and material 
that has been determined, pursuant to EO 12958 or any predecessor order, to require protection 
against unauthorized disclosure and is marked to indicate its classified status when in 
documentary and readable foriiL" AR 380-5, para. 1-1; see also AE LXXX at 2. 

AR 380-5 defines sensitive, but unclassified, information as "information originated from 
within the Department of State which warrants a degree of protection and administrative control 
and meets the criteria for exemption from mandatory public disclosure under the Freedom of 
Information Act." AR 380-5, para. 5-7; see also AE LXXX at 2. 

AR 380-5 defines "sensitive information" as "[a]ny information, the loss, misuse, or 
unauthorized access to or modification of which could adversely affect the national interest or 
the conduct of federal programs, or the privacy to which individuals are entitled under section 
552a of Title 5, USC (the Privacy Act), but which has not been specifically authorized under 
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criteria established by an Executive Order or an Act of Congress to be kept secret in the interest 
of national defense or foreign policy." AR 380-5, para. 5-19(a). 

Intelligence is defined as information that may be useful to the enemy for any of the 
many reasons that make information valuable to belligerents. Intelligence imports that the 
information conveyed is true or implies the truth, at least in part. See AE LXXX at 2; see also 
Manual for Courts-Martial, United States pt. IV, <J[ 28.c.(5)(a); see also U.S. Dep't of Army, Pam. 
27-9, Military Judges' Benchbook (1 January 2010) (3-28-4) (Benchbook). 

The Benchbook lists the following elements for a charged offense under Article 92(1 ), 
UCMJ: 

(1) That there was in existence a certain lawful general (order) 
(regulation) in the following terms: (state the date and specific 
source of the alleged general order or regulation and quote the 
order or regulation or the specific portion thereof); 

(2) That the accused had a duty to obey such (order) (regulation); 
and 

(3) That (state the time and place alleged), the accused (violated) 
(failed to obey) this lawful general (order) (regulation) by (here the 
military judge should enumerate the specific acts and any state of 
mind or intent alleged which must be established by the 
prosecution in order to constitute the violation of the order or 
regulation). 

WITNESSES/EVIDENCE 

The prosecution does not request any witnesses be produced for this motion. The 
prosecution requests that the Court consider the Appellate Exhibits referenced herein. 

ELEMENTS 

The prosecution requests this Court adopt the following elements for the specifications 
charging misconduct in violation of 18 U.S.C. § 793(e), specifically Specifications 2, 3, 5, 7, 9, 
10, 11, and 15 of Charge II, and for Specification 1 of Charge II: 

18 U.S.C. § 793(e) 

(1) That the accused, at or near Contingency Operating Station Hammer, Iraq and 
between on or about (state date range) had possession of information relating to the national 
defense, to wit: (the named information); 

(2) That the possession was unauthorized; 
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(3) That the accused had reason to believe that such information could be used to [the 
injury of the United States] [the advantage of any foreign nation]; 

(4) That the accused willfully communicated, delivered, transmitted, or caused to be 
communicated, delivered, or transmitted, the said information, to a person not entitled to receive 
it; 

(5) That, at the time, 18 U.S.C. § 793(e) was in existence; and 

(6) That, under the circumstances, the conduct of the accused was to the prejudice of 
good order and discipline in the armed forces and was of a nature to bring discredit upon the 
armed forces. 

See Charge Sheet; see also AE LVIII at 2. 

Specification 1 of Charge II 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, 
between on or about 1 November 2009 and on or about 27 May 2010, cause to be published on 
the internet intelligence belonging to the United States government; 

(2) That the accused did so wrongfully and wantonly; 

(3) That the accused had knowledge that intelligence published on the internet is 
accessible to the enemy; and 

( 4) That, under the circumstances, the conduct of the accused was to the prejudicial 
to good order and discipline in the armed forces and of a nature to bring discredit upon the armed 
forces. 

See Charge Sheet; see also AE LX at 4. 

LEGAL AUTHORITY AND ARGUMENT 

The prosecution respectfully requests this Court deny the Defense Motion for Instructions 
on Lesser Included Offense. An Article 92(1) offense, in violation of AR 380-5, is not an LIO of 
the 18 U.S.C. § 793(e) offenses or of Specification 1 of Charge II for two reasons: first, the 
alleged LIO (i.e., an Article 92(1) offense) requires elements not required for the alleged greater 
offenses; and second, it is possible to prove the alleged greater offenses without first proving the 
alleged LIO. 

Article 79, UCMJ, states that "[a]n accused may be found guilty of an offense necessarily 
included in the offense charged or of an attempt to commit either the offense charged or an 
offense necessarily included therein." Article 79, UCMJ. Military courts adopt the "elements 
test to determine whether one offense is an LIO of another." United States v. Arriaga, 70 M.J. 
51, 54 (C.A.A.F. 2011). This test requires the Court first to determine the elements of the 

3 



charged offense and the alleged LIO by applying the principles of statutory construction, and 
second to "compare the elements of the two offenses to see if the latter is a subset of the former." 
United States v. Bonner, 70 M.J. 1, 2 (C.A.A.F. 2011); see also Arriaga, 70 M.J. at 54 (finding 
that the court may consider the statutory elements or the elements as charged); see also United 
States v. Alston, 69 M.J. 214, 216 (C.A.A.F. 2010) (stating that the offenses need not "employ 
identical statutory language,"' but "[i]nstead the meaning of the offenses is ascertained by 
applying the 'normal principles of statutory construction"'). 

Under the elements test, "if all of the elements of [the lesser offense] are also elements of 
[the greater offense], then [the lesser offense] is an [LIO] of [the greater offense]." United States 
v. Jones, 68 M.J. 465, 470 (C.A.A.F. 2010). Put another way, if it is impossible to prove the 
greater offense without also proving the lesser offense, an LIO instruction is proper. See 
Arriaga, 70 M.J. at 55; see also Schmuck v. United States, 489 U.S. 705, 719 (1989) ("[T]o be 
necessarily included in the greater offense the lesser must be such that it is impossible to commit 
the greater without first having committed the lesser"). However, "[ w ]here the lesser offense 
requires an element not required for the greater offense, no instruction is to be given under 
[Article 79, UCMJ])." Jones, 68 M.J. at 470 ((citing Schmuck, 489 U.S. at 719 (discussing Fed. 
R. Crim. P. 31(c) "whose language at that time," CAAF concluded, "was almost identical to 
Article 79, UCMJ")). 

In Arriaga, the appellant was charged with burglary and the military judge, sua sponte, 

provided an LIO instruction for housebreaking. The intent element of burglary, as charged, 
required the intent to commit an offense under Article 120, UCMJ, which also satisfied the intent 
element of housebreaking. On appeal, the CAAF affirmed with the following reasoning: 

While in another case it may be possible to prove a housebreaking 
offense by proving the intent to commit a criminal offense not 
designated in the third element of burglary, that is not the offense 
charged in this case. The offense as charged included all of the 
elements of housebreaking and all of those elements are also 
elements of burglary. Housebreaking is therefore a lesser included 
offense of burglary. 

Id., at 55. Here, the alleged LIO (i.e., an Article 92(1) offense) contains elements not required 
for the 18 U.S.C. § 793(e) offenses or for Specification 1 of Charge II, either by statute or as 
written- specifically the existence of AR 380-5 and the accused's duty to obey it. Further, it is 
possible to prove the 18 U.S.C. § 793(e) offenses and Specification 1 of Charge II, either by 
statute or as written, without also proving an Article 92(1) offense. Thus, an Article 92(1) 
offense is not an LIO of the 18 U.S.C. § 793(e) offenses or of Specification 1 of Charge II. 

I: AN ARTICLE 92(1) OFFENSE, IN VIOLATION OF ARMY 

REGULATION 380-5, IS NOT A LESSER-INCLUDED OFFENSE OF THE 
18 U.S.C. § 793(e) OFFENSES. 

The elements test requires the Court first to determine the elements of the 18 U.S.C. § 

793( e) offenses and the alleged LIO by applying the principles of statutory construction, and 
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second to "compare the elements of the two offenses to see if the latter is a subset of the former." 
Bonner, 70 M.J. at 2. The prosecution requests this Court adopt the above elements for the 
specifications charging misconduct in violation of 18 U.S.C. § 793(e). 

The proposed elements of an alleged Article 92(1) offense are as follows: 

(1) That there was in effect a certain lawful general order or regulation in the 
following terms: Paragraphs 1-21 and 6-1, Army Regulation 380-5, dated 29 September 2000; 

(2) That the accused had a duty to obey such regulation; and 

(3) That on divers occasions between on or about [varying date ranges], at or near 
Contingency Operating Station Hammer, Iraq, the accused violated this lawful general regulation 
by knowingly, willfully, or negligently disclosing classified or sensitive information to 
unauthorized persons. 

The elements of an Article 92(1) offense are not a subset of the elements of the 18 U.S.C. 
§ 793(e) offenses, either by statute or as written. An Article 92(1) offense requires elements not 
required for the 18 U.S.C. § 793(e) offenses, either by statute or as written. See Jones, 68 M.J. at 
470 ("Where the lesser offense requires an element not required for the greater offense, no [LIO] 
instruction is to be given"). The first and second elements of an Article 92(1) offense (i.e., that 
AR 380-5 was in existence and that the accused had a duty to obey it) are not elements of the 18 
U.S.C. § 793(e) offenses, either by statute or as written. Further, it is possible to prove the 18 
U.S.C. § 793(e) offenses, either by statute or as written, without also proving an Article 92(1) 
offense. See Arriaga, 70 M.J. at 55 (stating that there should not be an LIO instruction where it 
is possible to prove the greater offense without also proving the lesser offense). 

The defense argues that the first and second elements of an Article 92(1) offense are 
necessarily included in elements of the 18 U.S.C. § 793(e) offenses, specifically that the 
accused's had unauthorized possession of information, and that the conduct was prejudicial to 
good order and discipline and of a nature to bring discredit upon the armed forces (hereinafter, 
"clauses 1 and 2"). See Def. Mot. at 19, 21. The defense argues the third element of an Article 
92(1) offense is necessarily included in the fourth element of the 18 U.S.C. § 793(e) offenses. 
See Def. Mot. at 20. The prosecution responds to each defense argument in turn. 

The first and second elements of an Article 92(1) offense (i.e., that AR 380-5 was in 
existence and that the accused had a duty to obey it) are not necessarily included in the element 
of unauthorized possession, either by statute or as written. The defense reasons that "any 
'unauthorized possession of information' relating to the national defense must necessarily 
implicate the duties imposed by AR 380-5." Def. Mot. at 19. The Soldier may have an 
obligation to safeguard that information under AR 380-5; however, proof that AR 380-5 was in 
effect and that the Soldier had a duty to obey it is not necessary to satisfy the element of 
unauthorized possession, either by statute or as written. The Government may prove 
unauthorized possession by means other than AR 380-5. See Arriaga, 70 M.J. at 55 (stating that 
there should not be an LIO instruction where it is possible to prove greater offense without also 
proving lesser offense). Thus, the first and second elements of an Article 92(1) offense are not 
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necessarily included in the element of unauthorized possession under the 18 U.S.C. § 793(e) 
offenses, either by statute or as written. 

The first and second elements of an Article 92(1) offense are not necessarily included in 
I 

. 

clauses 1 and 2 of the 18 U.S.C. § 793(e) offenses, as written. The defense argues the charged 
misconduct necessarily includes a violation of AR 380-5 to s�tisfy clauses 1 and 2. See Def. 
Mot. at 21. Again, while the Manual for Courts-Martial contemplates that "[a] breach of a 
custom of the service may result in a violation of clause 1 of Article 134," the prosecution is not 
limited to AR 380-5 in proving the elements of clauses 1 and 2. See MCM, Part VI, <[ 60.c(2). 
The prosecution is at liberty to present other circumstances that satisfy these elements. It is 
possible to prove clauses 1 and 2 without the use of AR 380-5. See Arriaga, 70 M.J. at 55 
(stating that there should not be an LIO instruction where it is possible to prove greater offense 
without also proving lesser offense). Thus, the first and second elements of an Article 92(1) 
offense are not necessarily included in any element of the 18 U.S.C. § 793(e) offenses, either by 
statute or as written. 

The third element of an Article 92(1) offense is not necessarily included in the fourth 
element of Specifications 2 and 11 of Charge II, either by statute or as written. The elements of 
Specifications 2 and 11 of Charge II, as written, do not require the prosecution to prove the 
information was classified or sensitive, as defined under AR 380-5. See Jones, 68 M.J. at 470 
("Where the lesser offense requires an element not required for the greater offense, no [LIO] 
instruction is to be given"). AR 380-5 governs the safeguarding of classified or sensitive 
information, not national defense information. National defense information for an 18 U.S.C. § 

793 offense is information that is (1) "closely held by the government. .. [and (2)] potentially 
damaging to the United States or useful to an enemy of the United States if disclosed without 
authorization." United States v. Rosen, 599 F.Supp.2d 690, 695 (E.D. Va. 2009) (ruling that 
"evidence that information is classified does not, by itself, establish that the information is 
national defense information; evidence that information is classified is, at most, evidence that the 
government intended that the designated information be closely held"). Thus, the third element 
of an Article 92(1) offense is not necessarily included in the fourth element of Specifications 2 
and 11 of Charge II, either by statute or as written. 

Accordingly, an Article 92(1) offense, in violation of AR 380-5, is not an LIO of the 18 
U.S.C. § 793(e) offenses. 

II: AN ARTICLE 92(1) OFFENSE, IN VIOLATION OF ARMY 

REGULATION 380-5, IS NOT A LESSER INCLUDED OFFENSE OF 

SPECIFICATION 1 OF CHARGE II. 

The elements test requires the Court first to determine the elements of Specification 1 of 
Charge II and the alleged LIO by applying the principles of statutory construction, and second to 
"compare the elements of the two offenses to see if the latter is a subset of the former." Bonner, 
70 M.J. at 2. The prosecution requests this Court adopt the above elements for Specification 1 of 
Charge II. The proposed elements of an alleged Article 92(1) offense in violation of AR 380-5 
are listed above. See supra Section I. 

1 Clauses I and 2 are not statutory elements of I 8 U.S.C. § 793(e). 
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The elements of an Article 92(1) offense are not a subset of the elements of Specification 
1 of Charge II, either by statute or as written. An Article 92(1) offense requires elements not 
required for an Article 134 offense or under Specification 1 of Charge II, as written. See Jones, 
68 M.J. at 470 ("Where the lesser offense requires an element not required for the greater 
offense, no [LIO] instruction is to be given"). The first and second elements of an Article 92(1) 
offense (i.e., that AR 380-5 was in existence and that the accused had a duty to obey it) are not 
elements of an Article 134 offense or under Specification 1 of Charge II, as written. Further, it is 
possible to prove an Article 134 offense and Specification 1 of Charge II without also proving an 
Article 92(1) offense. See Arriaga, 70 M.J. at 55 (stating that there should not be an LIO 
instruction where it is possible to prove greater offense without also proving lesser offense). 

The defense argues the first and second elements of an Article 92(1) offense in violation 
of AR 380-5 (i.e., the existence of AR 380-5 and the accused's duty to obey it) are necessarily 
included in clauses 1 and 2 of an Article 134 offense or under Specification 1 of Charge II, as 
written. The defense argues that the third element of an Article 92(1) offense (i.e., that the 
accused violated AR 380-5 by knowingly, willfully, or negligently disclosing classified or 
sensitive information to unauthorized persons) is necessarily included in the first, second, and 
third elements of Specification 1 of Charge II, as written (i.e., that the accused wrongfully and 
wantonly cause to be published on the internet intelligence belonging to the United States 
government, knowing that intelligence published on the internet is accessible to the enemy). The 
prosecution responds to each defense argument in turn. 

The first and second elements of an Article 92(1) offense (i.e., the existence of AR 380-5 
and the accused's duty to obey it) are not necessarily included in clauses 1 and 2 of an Article 
134 offense or under Specification 1 of Charge II, as written. As explained above, it is possible 
to prove clauses 1 and 2 without the use of AR 380-5. See supra Section I; see also Arriaga, 70 
M.J. at 55 (stating that there should not be an LIO instruction where it is possible to prove 
greater offense without also proving lesser offense). The first and second elements of an Article 
92(1) offense are not necessarily included in any element of an Article 134 offense or under 
Specification 1 of Charge II, as written. 

The third element of an Article 92(1) offense (i.e., that the accused violated AR 380-5 by 
knowingly, willfully, or negligently disclosing classified or sensitive information to unauthorized 
persons) is not necessarily included in the first, second, and third elements of Specification 1 of 
Charge II, as written (i.e., that the accused wrongfully and wantonly cause to be published on the 
internet intelligence belonging to the United States government, knowing that intelligence 
published on the internet is accessible to the enemy). The prosecution recognizes that 
"intelligence encompasses more than classified and sensitive information." AE LXXX at 2. 
However, Specification 1 of Charge II, as written, does not require the prosecution to prove the 
intelligence was classified or sensitive under AR 380-5- an element required for an Article 
92(1) offense in violation of AR 380-5. See Jones, 68 M.J. at 470 ("Where the lesser offense 
requires an element not required for the greater offense, no [LIO] instruction is to be given"). 
Proving information may be useful to the enemy for any of the many reasons that make 
information valuable to belligerents and that it is true or implies the truth, at least in part, may be 
accomplished without the use of AR 380-5. See Arriaga, 70 M.J. at 55 (stating that there should 
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not be an LIO instruction where it is possible to prove greater offense without also proving lesser 
offense). Thus, the third element of an Article 92(1) offense is not necessarily included in the 
first, second, and third elements of Specification 1 of Charge II, as written. 

CONCLUSION 

The prosecution respectfully requests this Court deny the Defense Motion for Instructions 
on Lesser Included Offense. An Article 92(1) offense, in violation of AR 380-5, is not an LIO of 
the 18 U.S.C. § 793(e) offenses or of Specification 1 of Charge II for two reasons: first, the 
alleged LIO (i.e., an Article 92(1) offense) requires elements not required for the alleged greater 
offenses; and second, it is possible to prove the alleged greater offenses without first proving the 
alleged LIO. 

sJjiYTE 
CPT, JA 
Assistant Trial Counsel 

I certify that I served or caused to be served a true copy of the above on Mr. David E. 
Coombs, Civilian Defense Counsel, via electronic mail, on 24 May 2012. 
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CPT, JA 
Assistant Trial Counsel 

8 




